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The EAC Mission

The U.S. Election Assistance Commission helps election
officials improve the administration of elections and
helps Americans participate in the voting process.
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What is the EAC?




Help America Vote Act

* Established the EAC

* Improved voting system
and access issues

- identified following the

CELEBRATING 20 YEARS OF HAVA contested 2000

E presidential election

Created new mandates
for states to follow in
several key areas of
election administration
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EAC Commissioners

* Bipartisan

e Selected by
Congressional leaders

of the majority and

Chairman Vice Chair minority parties

Thomas Hicks Christy McCormick . Appointed by the

President
* Confirmed by the U.S.
Senate
Commissioner Comissioner
Ben Hovland Donald Palmer
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Role of the Commissioners

e Act as resources, advisors
and conveners

* Recommend guidance STAKEHOLDER ENGAGEMENT
and tools to assist with all

phases of election
administration

* Enlist the help of other
government agencies,
nongovernmental subject
area experts, academia
and others

* Brief Congress and federal
officials — firsthand

account of election EAC CoMMIzsONER TAVEL
administration from site guememmme | BR BT
visits and reports e T

Passaic County, M) San Disgo, CA
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EAC Advisory Boards

California Representation

* Local Leadership Council
— Donna Johnston, Sutter County Clerk
— Ryan Ronco, Placer County Clerk

e Standards Board
— Susan Lapsley, Deputy Secretary of State

* Board of Advisors
— Dean Logan, Los Angeles County Clerk
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Clearinghouse Division

RESOURCES FOR

ELECTION
OFFICIALS

© Chain of Custody Best © EACEvents

Pragtiees © Election Officials Wheel
® Guidance on HAVA Funds
and COVID-19

© EAVS DataReports
© CARES Grants

LEARN ABOUT EAC

© Election Security
Preparedness

© EAC Newsletters

© Clearinghouse Awards
© Election Security Funds © Sign Up for EAC's

© Cybersecurity Training Newsletter

* % % % % % % %
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EAC Administered Grants
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HAVA Election Security Funds

* Consolidated Appropriations Act of 2022:
S75 million in Election Security grant funds

* Total Election Security grant funds to date
— $380 million (2018)
— S425 million (2020)
— $75 million (2022)
— $880 million Total

* 52% expended for the 2018 and 2020 funds as of
June 1, 2022
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HAVA Election Security Funds

 California received about $73.5 million in 2018 and 2020
combined and as of March 31, has spent 63% of those funds

e C(California was allocated $5.8 million in the Consolidated
Appropriations Act of 2022
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HAVA Election Security Funds

e 2018 & 2020 HAVA Grant Funds
— Cybersecurity for all 58 counties

— Statewide Voter Registration Database (VoteCal)
— Vote Centers

— Polling place accessibility

— Risk Limiting Audit (RLA) tool

— COVID-19 Response
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Election Security
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Election Security
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Certification Program

* Voluntary Voting System Guidelines
(VVSG)

— A set of specifications voting systems are
testing against to determine if the systems
meet standards

— Focus on security, accessibility and usability

* Voting System Test Laboratories (VSTL)
— VVSG 2.0 accreditation
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Testing and Certification 101

* Testing and
Certification 101
— Qverview of the EAC

Testing and
Certification Program

EAC Testing
& Certification
Program
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Voting System Security

’ VO t i n g SySte m S e C u r i t ' A U.S. Election Assistance Commission
IVI e a S u res G u i d e Vting System Security Measures

The secutity of voting sysberna |s essential 10 5 trustwortiry election
Every state and bocs Plees ¢ T e nise procedures
and Yoo te saleguaard 1he voting process Comenon best practices

Ae Uning boc ks Lamper evidert weab, securily ¢ ameras syvlem

L ¢
— \ v beiting before and after slectiorn. audits, and phyvical and
cybenecunty acoess controb

AL the federal level the U S Flaction Assistance Commission (EAC) sets voluntary standards fos
states 1o follow in several key areas of election administraton including vating systems. The
b purpose of the EAC's national voluntary voting system certification program s to independently
Sec u rlt m ea S u reS eS verily that voling systems comply w the functional capabhiities, accesseily, and secunty
’ requirements necessary to ervure the infegrity and rellability of the systems. Industry experts
election oMicials, and federal agences collaborate to develop centification standards i a trarspacent

process. For more wdormation sbout the EACs testing and certification process. see

httes./ Soww tac 20w yeting-eoulnment/ testing and-certification nrogram

L]
I a ‘ | I ‘ e S a n Every state enacts laws, regulations, and security podicies to hurther protect the integrity of
slections. Each state also has a Chief Election Official who ersures thes Laws and procedures are
strictly followed. Same stales may require elecbon offalals to use EAC -certified voting systems or

systems tested and certified by the stse To lind information about the ndes In your state, visit

httes /o sac gow/ veders/reglater-and vate-ln. vour state

procedures to protect

Electzon officialy use standard operating procedures 1o ensure The aouwracy of the slection
Common procedures include
o Purchasng tested and certified vobing systenms

e e
Programening all devices according 10 local laws and regid sticns
Comdux ting slec hont with Bipartisan pol worsers and chuerven
Verifying the total mmber of voted Ballots matches the total number of voters

A ting the ballots 16 ensure that the voling egupment ¢ounted voles acurately
Mamtaming » strict chain of custody, verified by at least two withesses joften from Dipartoan

election

This guide outlires some of the many best gractices election officialy employ 10 wecure voting
syviems through sn election cpcle. Every state and local prisdiction has #s own controds for
ensunng the integrity of slections. Securtty measures may vary based on state bw and the votyg

system in use i the prisdiction

EAC | Heldping America Vote
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Election Technology Security

* Election Technology

Security

— Highlights security

features that are used

to protect election
technology

— Includes an icon library

CINEN

Pre-Election

Access Controls

« Air-Gap
+ Access Controls « Audit Logs
+ Audit Logs + Cerlification
* Multi-Factor + Hash validation
Authentication « One-Time Use Media
+ MNetwork Protections « Multi-Factor Authentication
& Trusted Build
&
@ .
n'.z."' = Access Controls :z&;isiiucgmrols
A .
& + Cybersecurity Voter Election B
S N . . s Chain of Custody
a Protections Registration Management + Hash Validation
+ Multi-Fact
HitFractor Database System « Multi-Factor
Authentication -
A " Authentication
+ Post-Election Audits
‘ A . = Network Protections
+ Social Media Election
Verification

Results Reporting (Sl el

Pre-Election Testing

Tamper-Evident Seals

Vote Tabulation System
Precinct Scanner
Ballot Marking Device (BMD)

Direct Recording Electronic
(DRE)

Central Count Scanner

Access Controls

Multi-Factor Authentication

= Air-Gap = One-Time Use Media
= Audit Logs + Paper Ballots

+ Certification + Post-Election Audits
= Chain of Custody « Pre-Election Testing

Hash Validation Tamper-Evident Seals
Trusted Build
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Election Security

o
ﬁv Security Resources for Election Officials

* How to Report a Threat

* Challenges for Election Officials @ ﬁ
* Defining Common Threats and Harassment
e Assess Your Safety A @
* Document Everything
* Cybersecurity Best Practices E‘? =8
e Self Care and Mental Health Resources

* Personal Security for Election Officials
Checklist
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Latest EAC Resources
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[ Z- ] Latest Resources for Election Officials

* Accessibility

* Audits

* Election Security
* |In-Person Voting
* Language Access

Results, Canvass, and
Certification

Toolkits

Voter Information and
Communications

Voting Technology

https://www.eac.gov/election-officials
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Language Access

Language Access Resources

California

* Current Language Access Designhations
* Legal Context
 EAC Resources for Election Officials

e QOther Federal Government Resources
e State and Local Jurisdiction Best Practices

https://www.eac.gov/language-access-resources
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Election Results

9 Results, Canvass, and Certification

* Election Results Reporting

Results,

Canvass, & *

e (Canvass Certification

Part 2: What are Unofficial Results?

* Certification vachcn Eai
e State and Local Best Practices
e Election Audits Across the United States

https://www.eac.gov/election-officials/election-results-canvass-and-certification
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EAC Toolkits

* Best Practices: FAQS
for Election Officials

 National Poll Worker
Recruitment Day
Toolkit

 Other Federal
Agency Toolkits

eac.gov/toolkits
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Coming Soon from the EAC
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Upcoming Resources

* Election Management Guidelines

* Alternative Voting Methods Report

* Resources on:
— Accessibility for Voters with Disabilities
—How to Work with Your Legislators Guide
—Communications 101 Toolkit
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* Online web portal for election officials
* Compare and analyze data
* Find relevant information

* Peer-to-peer rhfj

* Receive timely alerts .‘V"
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Key Features of the Portal

Jurisdiction Pages

—EAC, State, Local, User pages
—Follow feature

—Query function (size, voting equipment, voting
procedures, etc.)

Document Management System
— Ability to share documents and data

Message Board Feature

@
__(+
5
in

— Ability to network and communicate by topic
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Portal Data Visualizations

ONLINE VOTER REGISTRATION
Online voter registration generally mirrors the process of registering to vote using a paper form_but the information that is necessary to process the registration
application is completed and submitted clectronically, without the need of a paper form to be submitted or created

Sebect deplay type (CTRL + Click hore to follow link) Select State Select Ontma Voler Heguatr stson Option

o I "

Hint: Hover your mosse key 1o any point on the maop for detauls

Online Voter Registration Across Stales

CONDUCTS ONLINE VOTER REGISTRATION & No Mot Apphcabie @ Ve

N/
'%-EE;'&@?
o
W w

nformation on online voter registration policy was compiled by the National Council of State Legislatures (NCS5L) as of September 7, 2021
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Learn more about the EAC
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Sharing EAC News

* Monthly newsletter

NOVEMBER 2021

#2. EAC MONTHLY

‘&> UPDATES & EVENTS

To help keep election officials up to date on new resources and upcoming events from the
EAC, we are sending brief monthly updates in addition to our quarterly newsletters. For
regular updates, please visit eac.gov, or follow us on Twitter or Facebook.

Mg

MARK YOUR CALENDAR
= Roundtable on Election Official Security - December 8th. noon ET
« Local Leadership Council inaugural meeting - December 10th, 1 p.m. ET
* VVSG 2.0 Lifecycle policy now open for public comment until December 7

NEW EAC RESOURCES

Election Audits Across the United
States: provides detailed comparisons
of state-level audit policies and
practices. Among the data in this report
are:

The types of post-election audits
used across the country

When post-election tabulation audits
take place in each state
State-specific policies, practices, and
case studies

.

. £ . . i
Case Studies & Best Practices: This
document includes an overview of
barriers unique to Native American
voters, best practices to serve Native
American voters, and more information
on administering non-tribal elections in
areas where federally recognized tribal
governments are located.

www.eac.gov/newsletter
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Sharing EAC News

 Follow us on Social Media

@EACgovl @ U.S. Election
Assistance
Commission
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Questions?
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