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What do you think is the
likelihood that your
organization is a target?




A\ The Current Situation

» Disaster recovery plan? What plan?

» Talent Gap in Cybersecurity

» Spend on average 2% of IT budget on cybersecurity (GFOA)
« COVID-19 Pandemic - Remote Workforce

* Revenue short fall - Spending cuts across all departments

» Asking too much from IT staff

* The need to prioritize cybersecurity during budget cuts

» Continue to be a target for cyber-criminals - ransomware

« Ransoms are going up

» Cyber criminals releasing data if ransom is not paid
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Nt Potential Impact

» 2020 a perfect storm

* Not “If” but “When”

 Pay Now or Pay More Later
 Total disruption of City business
» Impact Beyond Downtime

* Bond Rating *

* [Insurance Costs v ol
- - 1 7 \\ .

e This is not an “IT” problem “we'

e Cyber risk is business risk
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Cyber Incidents Ranked as No. 1 Business Risk

Cyber incidents are now the No. 1 business risk facing corporations, moving to the top of insurer Allianz’s

annual list, which also showed climate change reaching its highest ranking.

According to the Allianz Risk Barometer for 2020, 39 percent of respondents to its ninth annual survey of
risk experts identified cyber incidents as their main concern, pushing business interruption events (37
percent) out of the top spot it had occupied for seven years.

The survey also showed climate change moving up to the No. 7 ranking (17 percent of responses), joining

changes in regulation and legislation (No. 3 with 27 percent of responses) as the biggest climbers.

In the U.5, cyber risk took the top spot followed by business interruption and natural catastrophes. Allianz
noted that a mega data breach, involving more than one million compromised records, now costs an
average $42 million, up 8 percent year on year.

blogs.calcpa.org/hot-topics/calcpa-buzz-thank-successful-cpa-day/
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How long can your organization
effectively and efficiently operate
without technology or data”
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The Federal Government
recommends immediate action to
safeguard against ransomware
attacks.
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. essons Learned

What is the biggest lesson learned from being a
ransomware victim?

(c2) CC BY-NC



\\ LEAGUE

CITIES

What Went Right?

Was there a silver lining?

What did staff do right to limit the impact or to reduce the
recovery time?
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What Went Wrong?

What would you do you wish you could have done
differently?
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What we are doing
NOowW?

Now that you have recovered what is changing?
What are you doing to limit the possibility of cyber incidents?
What are you doing to limit the impact of cyber incidents?
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What you should do
now?




\:idis Prevention
1. Implement Governance of
Information and Technology

2. GAP analysis of current controls
3. Prioritize control implementation

How to Protect Your Networks from

RANSOMWARE
S ———

This document is a U.S.

Government interagency

technical guidance document

aimed to inform Chief Information

Officers and Chief Information

Security Officers at critical infrastructure
entities, including small, medium, and large
organizations. This document provides an
aggregate of already existing Federal
government and private industry best practices
and mitigation strategies focused on the prevention
and response to ransomware incidents.
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» Enterprise Governance of Information and Technology (EGIT) is
concerned with value delivery from digital transformation and the
mitigation of business risk that results from digital transformation.

Ensure value is Ensure risks are
brought to the identified and
organization addressed

https://www.isaca.org/Pages/Glossary.aspx
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ClO CISO
Information Technology Cybersecurity
Information Systems Risk & Compliance

Ensure value is Ensure risks are
brought to the identified and
organization addressed

Service and value Safety and security




\ sl (Governance and Internal Controls

EDMO1-| red
Govemance EDMU2 -Ensured EDMO3-Ensured EDMBA Ensured EDMOS Ensured
Framevark eting Benefits Delivery Risk Optimization o Slakenolder

Apout - Mansged | Apon2-Managed [ APOD3-Managed l§ 4 poos -Managed APODS -Managed
I&T Management Strategy Emerpaice Innovation Portfolio Budget and Costs [ Human Resources
Framework Archiecture MEAD ~Managed

Performance and
Conformance
Manitoring

Internal Control Guidelines

apobB-Managed [| APOS-Ma030ed I npo10-managed f§ APOTI -Managed J§ APO1Z=Managed | APO13-Managed [| APOTA-Nanaged
Relationships Agreements Quality Risk Security Data

California
Local

Agencies

MEAD2 -Managed
Systam of Internal
Control

Transitioning

BAIO7-Managed
BAIO1-Managed | BAIG2-Managed e BAIDA-Managed | BAI0S—Mansged | pajo panaged T Change
Programs. Requirements A ailabil Organizational
e ienifialion i Capay -y IT Changes Acceplance and

4

BAIOB -Managed BAIO9 -Managed EAD3—Man:
Knowledge Assels

BAITI-Managed
Configuration Projects

DSS02-Man: DSS05-Managed || DSS06-Man:
ossit -Nansged | B3 UERS | osta-venaced | pssot-porages [ 0SS st | DSSYE fleppeed
per and Incidents roblems ity Services Process Controls

COSO Framework Internal Control Guidelines COBIT 2019

Requirements

ampnns Euonenwein 1o sasen,

Califernia State Controll
fiice Controller Betty T. Yee
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Cyber Risk
Management

Internal Control Guidelines
“The Information Technology (IT) department should

periodically identify and communicate risks for which
employees should be particularly vigilant.”

California

“Application Controls and General IT Controls, which
relate to the overall effectiveness of IT controls to
ensure the proper operation of the local government’s
information systems.”

Local

Agencies

Follow

Industry

Standards California State Controller’s
Office Controller Betty 7. Yee

https://www.sco.ca.gov/Files-AUD/2015 _internal_control_guidelines.pdf
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N NIST Cybersecurity Framework (CSF)

* This voluntary Framework consists of
standards, guidelines, and best
practices to manage cybersecurity-
related risk.

* The Cybersecurity Framework’s
prioritized, flexible, and cost-effective
approach helps to promote the
protection and resilience of critical
infrastructure and other sectors
Important to the economy and national
security.

CYBERSECURITY
FRAMEWORK
VERSION 1.1

~
m
%
Q
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What are you going to
change when you get
back to the office”?
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“The way to get
started is to quit
talking and begin
doing.”

- Walt Disney
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Appendix

Use this checklist to perform a GAP analysis to
determine what controls need to be put in place.
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Nt Checklist - Planning

* Briefing for senior management
on the risk to mission and
business operations.

. S.enior management shoulc!
discuss if paying a ransom is an

option, should an attack happen.

« Consider purchasing cyber
iInsurance to cover the costs of
recovery.

« Evaluate the current cyber
insurance to see if the coverage
is adequate to cover the cost of
an extended recovery.

cC BY-NC

« Evaluate the current cyber
insurance to ensure any
exclusions exist that may limit
what can be done in a
ransomware event.

 Participate in cybersecurity
information sharing programs
such as InfraGard or MS-ISAC.
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» Setup a cybersecurity awareness
and training program for all staff.

» Create a comprehensive inventory
that includes all software, services,
devices, and cloud service
providers.

o Assess the risk of third-party
access to your systems.

. Clreate a formal incident response
plan.

e Ensure the incident response plan
is available offline.

« Review your incident response
plan annually.

» Test your incident response plan
annually.
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Checklist - Prevent & Limit

« Update your incident response

plan to include a containment
strategy to isolate infect systems
once discovered.

Update your incident response

Blan to include steps to ensure
ackup are not connected to the

contaminated network.

Update your incident response
plan to include contacting external
resources such as the regional
fusion center, antimalware vendor,
and insurance carrier.

Update your incident response
plan to include steps to collect
evidence including portions of the
encrypted data.




N st Checklist - Prevent & Limit (cont.)

« Update your incident response « Update your incident response

plan to include steps to change plan to include steps to
all online and network determine if decryption keys are
passwords. freely available.

« Update your incident response  Remind users regularly to
p{an tot iInclude steps to IthIUde promptly report any incCidents.
steps to ensure a complete . : - :
eradication of the malware and gggaﬁa@;&ng Slgenrrr]]ggve
Eglestlng any corrupted register assuming email and phones are
y yd . et not available.

* “paale your INCIAent response ., consider adding advanced
plan to include steps to include threat protection mechanisms to

after action steps to determine - -

root cause and determine future ~ Your email service. |

preventative measures e Add _zlantl-phlshlng protections to
email.
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N st Checklist - Prevent & Limit (cont.)

 Add anti-spoofing mechanisms e Install anti-malware on all

to email service. systems that support it.

» Consider a warning banner on « Update anti-malware as close to
all external emails. real time and possible.

» Configure your firewall to block  « Setup all privileged accounts
all know malicious domains and (admin or root) with the least
IP addresses. privilege needed.

» Develop a centralized patch « Setup all privileged accounts
management process that (admin or root) with Multi-factor
iIncludes all devices included Authentication (MFA).

firmware, software, operating » Restrict users' permissions to
systems and loT devices. run and install software

* Apply vender patches within 30 appllcatlons using the "least
days of release. privilege" principle.
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N st Checklist - Prevent & Limit (cont.)

« Restrict permissions for system < Secure internal network Remote
and service accounts on all Desktop Protocol (RDP)
systems. connections.

 Limit user account access to the « Disabled SMBv1 on all systems.

least access necessary to e
perform their job function. Iéhn?jﬁ 'g‘gcggg of SMB shares and

* Setup application whitelisting e Limit SMB communication to
and gowaare Restriction between servers and endpoints.

Policies. - p | _
« Develop a data classification ’ teg?sducte annual penetration

scheme. > rf. . et |
« Consider disabled Remote * Feriorm intérnal and externa

Desktop Protocol (RDP) or \r’nucl)'p]%?yl?'“ty scans at least

using VPNs for remoted desktop
connections.
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\sc22 Checklist - Prevent & Limit (cont.)

» Address the vulnerabillities in » Remove all obsolete,
a timely manner. outdated, or unsupported

« Implement a mature change devices, applications, and
management process. operating systems from your

_ _ network.
» Develop configuration .
baselines for all systems. « Segment your network to limit
lateral movement across the

enterprise network.

» Restrict Internet access for
systems an users from
harmful sites, especially
known malicious sites
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\\2esk Checklist - Detect

* Run regular anti-malware scans regularly.

* Ensure ransomware prevention and detection is configured in the anti-
malware software.

 Turn on audit logs for changes to privileged accounts.
« Monitor for changes to configuration baselines.
* Implement file integrity monitoring.

po—



\¢ it Checklist - Recover

e Develop an IT Business * Review backup schedules to
Continuity Plan. determine if they align with
« Preform a Business Impact business priorities.
Analysis to determine a « Ensure backups include _
prioritized recovery. systems, configurations files
« Validated recovery goals with and data.
key stakeholders and executive < Verify and test backups to
management. determine if they can be
. Perform an annual review of the ~ recovered.
Business Continuity Plan.  Store backups so that they are
« Ensure the business continuity Fhoé Rg{wgrrll(ently connected to
plan available offline. -

* Run exercises and testing of
your business continuity plan
annually.

cC BY-NC




